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A Simple Analogy A

" Precondition
A’s secret= Green
B’s secret= Red
Both agree on Blue as helper-color
= Algorithm
1) A mixes green and blue and sends the result over wire
2) B mixes red and blue and sends result over wire
3) A adds green to the received color
4) B adds red to the received color
" Result: Both have same color !!!
Nobody else will have (assuming de-mixing of colors is impossible)

Helper color:

[
»

Exchange of two packets only

Same key:
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And now with mathematics — A
What’s a primitive root?

" Assume p is a prime
" If the ‘order of g mod p’ is p-1

The order is the lowest exponent k20 so
that gk =1 (mod p)

Example: order of 2 mod 7 is 3 (check
this!)

" Then g is a ‘primitive root of prime p’

" But what if p is not prime? Does a
primitive root of p exist?
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General Primitive Roots N

" The Euler’s Totient function ®(n) denotes the
number of all positive integers =n which are
relative prime to n

Example: ®(10) = 4 because 1,3,7,9 are coprime to 10
Note that if p is a prime then ®(p) = p-1

" Assume that p is not necessarily a prime but ‘g
and p are relative prime’

That is they share no common factors except 1

In other words gcd (g,p)=1
Where gcd...greatest common divisor

You can also say g and p are coprime

" Furthermore if g is of order ®(p) mod p then g is
a primitive root of p

The previous situation (p is prime) is just a special case
because ®(p) = p-1 =p-1 mod p
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Note Aa

" How many primitive roots do exist?

Generally there are always ®(®P(p)) primitive
roots

If p is prime then this is equal to
P (p-1)
" Why are we interested in primitive roots?

A primitive root can be used as a generator to
create all other elements of this group

Since every element is a multiple of the primitive
root, we call this a cyclic group

The DH algorithm takes powers of a number; if
this number is a primitive root then any power
has a unique result within the group!!!
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Example 1: g=2, p=5 Aa

Check g=2 and p=5:

2"0=1mod 5
2" =2 mod 5
272 =4 mod 5
223 =3 mod 5
284 =1 mod 5 ——— Group has order 4 = p-1,
I therefore 2 is a primitive root of 5

Generates all elements of the cyclic group (1,2,3,4)
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Example 2: g=2, p=7 A

Check g=2 and p=7:

2"0=1mod 7

2M =2 mod 7

2°2=4 mod 7 o

2A3 =1 mod 7 , Group has order 3 which is not p-1,
2A4 =2 mod 7 therefore 2 is not a primitive root of 7
2"5=4 mod 7

26 =1 mod 7

|

Generates only a subset of the cyclic group (1,2,3,4,5,6)
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Example 2: g=3, p=7 A

Check g=3 and p=7:

3A0=1mod 7
3 M =3mod7
3"2=2mod 7
3A3=6mod 7
3 =4mod7
3A5=5mod 7

306 =1mod 7 —— Group has order 6 which is p-1,
T therefore 3 is a primitive root of 7

Generates all members of the cyclic group (1,2,3,4,5,6)
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DH - Initial Situation Aa

" Definitions
A’s secret is X,
B’s secret is X;
" Both use same prime p and generator g

These values can be public (either fixed or agreed on)

The generator g must be a primitive root of p and satisfy
2=<g=sp-2

g=2, p=5
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DH - Key Negotiation A

" Algorithm
1) A sends Y, ,=g*X, mod p
2) B sends Y ;=g*X; mod p
3) A calculates Y ;*X, mod p
4) B calculates Y ,*X; mod p
= Result: Both have same number g*(X,X;) mod p

Nobody else will have (assuming the discrete logarithm of big
numbers is unfeasible)

g=2, p=5
Y,=2~3 mod 5 =3 > Y,=3
Exchange of two packets only
= < =9A -
X, =3 Ye=1 Yz=2"4 mod 5 =1 X, =4
A = Same key:
Abe Yg*X,=1"3mod 5 =1 Y, AX;=3"4mod5=1 Burns
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Attacker’s Challenge Ad

= 1. Sniff Y, and Y,
Y,=g*X, modp
Y; =g*"X; mod p
= 2. Calculate g*(X,X;) mod p

But in order to get X, and X; this requires to
determine the discrete logarithm log (Y,) and

log,y(Ys)
" The discrete logarithm is
Nearly infeasible for big numbers

Really infeasible for special sets of g and p
These sets are called DH groups
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DH Groups (1) A

" Original (RFC2409) DH groups
defined for IKE are as strong as a
symmetrical key of 70-80 bits

Group 1: Len(p) = 768 bits, g=2
Group 2: Len(p) = 1024 bits, g=2

" Other groups (commonly used, e. g.
by Cisco)

Group 5: Len(p) = 1536 bits, g=2

p = 271536 — 27472 — 1 + 2 A 64 * { [271406 pi] + 741804}

*depending on which source you believe (see RFC3526 for references)
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DH Groups (2) A

" Using the AES cipher you want adequate
DH groups!
128-bit AES => 3200-bit DH group
192-bit AES => [2500..8000]-bit DH group*
256-bit AES => [4200..15400]-bit DH group*

" But groups >8192 bits are too slow on
current hardware

This is why Elliptic Curve Cryptography (ECC)
may becom more important soon

Also consider low-power mobile devices (e. g.
66 MHz CPUs used)
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DH Groups (3)

" RFC3526 defines new groups:
Group 14: Len(p)=2048, g=2
Group 15: Len(p)=3072, g=2
Group 16: Len(p)=4096, g=2
Group 17: Len(p)=6144, g=2
Group 18: Len(p)=8192, g=2

# Decimal representation of the prime
# 272048 - 271984 - 1+ 2764 ¥ { [271918 pi] + 124476 }
# used in DH group 14 with g=2

'323170060713110073003389130264238282488179412411402391128420097514008"
741706634354222619689417363565934711790173790970419175460587320919502
{B85375859860185622153212175412514901774520270235796078236245858842461894°
J75876411059286460994117232454266225221932305409190376805242355191254
IBTOT15870117061058055877651038861847280257076654903560732561526167084
(133536179595413364 7655916036831 7809672907317838458096806396719009772021N
B41686472258710314113364293195361934716365332097170774482279885885654
36920BA45296636077250268955505928362751121174096972998068410554350958,
48665832916421362152310759909994486524682624169720359118525070453610%

Befehlsfenster | Befehlsfenster 3 Befehlsfenster 4

™ hhi@mharpo: ~ - KDE Terminal Emulator
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Security Considerations A

S S S S — o e e e e e m oo e +
| Group | Modulus | Strength Estimate 1 | Strength Estimate 2 |
| | e - - - +
| | | | exponent | | exponent |
| | | in bits | size | in bits | size |
. y T T . y T +
| 5 | 1536-bit | 9g | 180- | 120 | 240- |
| 14 | 2048-bit | 110 | 220- | 160 | 320- |
| 15 | 3872-bit | 130 | 260- | 210 | 420- |
| 16 | 4096-bit | 150 | 300- | 240 | 480- |
| 17 | 6144-bit | 170 | 340- | 270 | 540- |
| 18 | 8192-bit | 190 | 380- | 310 | 620- |
. y - T = +

" Different study results regarding DH group
strength

‘Strength Estimate 1’ reflects the most pessimistic
estimation, ‘Estimate 2’ the most optimistic

Truth may be inbetween
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History AA

" Published in 1978
by Ron Rivest,

Leonard Adleman,
and Adi Shamir

Patented 1983
" Founder of RSA
Security

Proofed that
mathematicians
can get really rich
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RSA N

" Actually a block cipher

P and C are big integers
For example 1024 bits (128 bytes)

" Plaintext and Ciphertext are integers
between 0 and n-1

Using 1024 bits, n=2"1024
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1. ®(n) = (p-1)(g-1) A

" Consider n=pq where p and q are primes
" ®(n)

= ®(pq)

= ®(p) P(q)

= (p-1)(q-1)
" Proof:

To analyze which numbers fulfill ®(pqg) we must analyze
all integers within [0,1,2,...,(pqg-1)]

The following numbers are NOT relative prime to n: [p,
2p, 3p, ..., (g-1)p] => q-1 integers!

But also: [q, 2q, 3q, ..., (p-1)gq] => p-1 integers!
Therefore pq-[(q-1)+(p-1)] integers ARE relative prime
Also for ®(pqg) we must omit zero, hence

®(pq) = pg-[(g-1)+(p-1)+1]

Which is basically: pqg-(g+p)+1 = (p-1)(g-1)
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2. XN+ = x mod n N

" Fuler’s Theorem:

x®MW =1 mod n
For any integer n
But only if x and n are relative prime!

" Multiply by x:
x®W*1 = x mod n

" And if n=pq as previously:
x(P-Na-D*1 = ¥ mod n
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3. X may even be a multiple of either p or q &

" Same with modulus p (or q):

x®® =1 mod p (Euler)
(Because x also relative prime to p)

" But any power would not change the
result, for example using ®(q) as power:

x®®) ®(d = 1 mod p
that is

x*M=1+kp=1modp
" Multiplied by x=jq (x is a multiple of q)

x®*1 = x + kpjg=x+ kjn =x mod n
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Goal N

" We want a key e for encryption
" We want a key d for decryption

" Find some values e, d, n such that for a plaintext x:
(x¢)¢ = x mod n
x¢ mod n =y ... Ciphertext
y?mod n = x ... Plaintext
" According to Eulers theorem:
x®k+1 = 41k-x mod n =x mod n
x(P-)@1Dk+1 = ¥ mod n
" Recognize: ed = ®(n)k+1
This means that ed is 1 plus a multiple of ®(n)
In other words: ed = 1 mod ®(n)
Hence e and d are multiplicative inverses: e = d' mod ®(n)
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Requirements Summary A

" We found: ed = 1 mod ®(n)

;I'h)is only works if e and d are relative prime to @
n
" Therefore we need:

n = pq, where p and g are primes

e for which gcd(e, P(n)) = 1

And1<e <®d(n)

d=e’'mod P(n)
" Public values:

nande

" Private values:

P, q, and d

To calculate d you need ®(n) which is (p-1)(g-1),
therefore keep p and q secret !!!
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Example (1) A

" Select two primes
p=3, q=11

" n=pq=33

" ®(n)=(p-1)(q-1)=20

" Select e which is relative prime to ®(n)
For example: e=3

" Calculate d such that de = 1 mod ®(n)
d=7, because 3d = 1 mod 20

" Encryption: y = x> mod 33
" Decryption: x =y’ mod 33
" x<33 (1)
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Example (2)

A

Plaintext

Sender x3 x3 (mod 33) y’ y’ (mod 33)
S 19 6859 28 13492928512 19 S
U 21 9621 21 1801088541 21 U
Z 26 17576 20 1280000000 26 Z
A 01 1 1 1 01 A
N 14 2744 5 78125 14 N
N 14 2744 5 78125 14 N
E 05 125 26 8031810176 05 E

Ciphertext Plaintext
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Another method N

" RSA patent paper uses Euler's
function ¢@(n) = (p-1)(g-1)

" But it is sufficient that e, d are
relative prime to Carmichael’s
function gy(n) = LCM (p-1)(q-1)

ed =1 mod y(q)
" Encryption: y = x*e mod n
" Decryption: x = y*d mod n
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Example A

"p=47,q=59=>n=2773

" p(47,59) = kgV(46,58) = 1334

"ggT (e, 1334)=1=>e=17 (e. g.)
"17*d =1 mod 1334 =>d =157 (e. g.)
"y =x"7 mod 2773

" x =y*M57 mod 2773

" Try it out!




Security (1) A

" There is a possible misuse

An eavesdropper can guess what is going to be
transmitted although he is not able to decrypt

She can encrypt all expected messages with the public
key and compares the result with the ciphertext she has
eavesdropped

Especially a problem with short messages
If there is a match then she knows what was transmitted

" Therefore it is necessary to use special
guidelines on how to format RSA messages

E.g. short messages should be concatenated with a
large random number (e.g. 64 bits)
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Security (2) A

" Multiplication of integers can be
done in polynomial time efforts — but
the inverse operation requires
exponential efforts

" If one could factorize the modulus of
a public RSA key, the private key
could easily be calculated

" New factorization algorithms allow
sub-exponential efforts

Best: Generalized Number Field Sieve
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The GNFS Algorithm N

" Sieving step (relation location step)
Find “smooth” square numbers s

Can be easily parallelized using multiple
CPUs

" Matrix reduction

Find dependencies in a huge matrix
(millions of rows and columns)

Heuristic asymptotic calculation time of
O(exp(1,92+0(1))-(In(n))*1/3 —
(In(In(n))*2/3)
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The Weizmann Institute Relation Locator 4

" By Adi Shamir and Eran Tromer 2003

Based on D. J. Bernstein's paper on efficient
matrix reduction techniques

" TWIRL could solve the GNFS

For 1024 bit keys within one year (!)
For 512 bit keys within 10 minutes (!)

" TWIRL requires special HW
Approx. 1077 EUR for 1024 bit keys
Approx. 10*4 EUR for 512 bit keys

" Can be easily parallelized (1)
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