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TCP Facts (1) YN

Connection-oriented layer 4 protocol
Carried within IP payload
Provides areliable end-to-end transport of

data between computer processes of
different end systems
Error detection and recovery
Sequencing and duplication detection
Flow control

RFC 793
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‘

In this Chapter wetalk about TCP. TCP isaconnection-oriented layer 4 protocol
and only works between thehods. It synchronizes (connects) thehods with eath
other viathe“3-Way-Handshake before thered tranamisson begins After this
areliable endto-end tranamissonis established. TCP was standadized in
September 1981in RFC 793.(Remember: IP was standadized in September
1981too, RFC 791) TCPisawaysused with IPandit also protedsthelP
padet asits checksum spansover (almog) thewhole IP padket.

TCP provides error reavery, flow control and sequenang. The mog important
thingwith TCP isthePort-Number, we will discuslater.



TCP Facts (2) YN

Application's data is regarded as
continuou s byte stream

TCP ensures a reliable transmission
of segments of this byte stream

Handover to Layer 7 at "Ports"
OSI-Speak: Service Access Point
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Every IP padket whichis sent alongwith TCP will be ackknowledgment (error
reovey). Fromthe TCP perspedive we cdl ead padket a segment.

TCP hidesthedetail s of the network layer from the highe layers and frees them
from thetasks of tranamitting data through a spedfic negwork. TCP providesits
serviceto highe layer through ports (OSI: Service AccessPoints).



Port Numbers A

Using port numbers TCP (and UDP)
can multiplex different layer-7 byte
streams
Server processes are identified by
Well known port numbers : 0..1023
Controlled by IANA
Client processes use arbitrary port
numbers >1023
Better >8000 because of registered ports
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Ead communicating computer processis assgned alocally uniqueport nunmber.
Using port numbers TCP can service multiple processes such as aweb browser or
an E-Mall client simultaneoudy through asinge IP address In summary TCP
works like a stream multiplexer and demultiplexer.



Registered Ports VN

For proprietary server applications

Not controlled by IANA only listed in
RFC 1700

Examples
1433 Microsoft-SQL-Server
1439 Eicon X25/SNA Gateway
1527 Oracle
1986 Cisco License Manager
1998 Cisco X.25 service (XOT)
6000-6063 X Window System
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‘

Only thewell known ports are reserved for common appli cationsand services,
such as Telng, WWW, FTP etc. They areintherangefrom0to 1023.Theseare
controlled by the Internet Assgned Numbers Authority (IANA).

There are also many registered ports which start at 1024 (e.g. LotusNotes,
Cisco XOT, Orade, licenee managers etc.). They are notcontrolled by thelANA,
only listed in RFC1700.



TCP Communications A

Server

Server-Proc 1
www
Port 80

Client-Proc
Port 4711

TCP (80 / 110) TCP (4711) TCP (7312)
IP (10.1.1.9) IP (10.1.1.1) IP (10.1.1.2)

DA:10.1.1.9 DP-80 DA:10.1.1.9
SA:10.1.1.1 SR SA:10.1.1.2
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The client applications chose a free port number (which is not already used by
another connection) as the source port. The destination port is the well-known
port of the server application. For example: Host B runs a Mail-Program (POP3)
and the client application uses the source port 7312. The packet is send to the
Server with a destination-port of 110. Now the Server knows Host B makes a
Mail-Check over POP3.



Sockets A

Server process multiplexes streams
with same source port numbers
according source IP address

(PortNr, SA) = Socket

Each stream ("flow") is uniquely
identified by a socket pair
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In a client-server environment a communicaing server-processhas to maintain
several sessons(and also connectiong to different targets at the same time.
Therefore, asingle port has to multiplex several virtud connections These
connectionsare distinguished through sockds. Thecombinaion IP addressand
port number is cdled a"socket”.

For example: 10.1.12:80 [IP-Address: Port-Number]



TCP Communications

Server

Connection 1:
Socket: 10.1.1.9 : 80
Socket: 10.1.1.1 : 4711

Socket: 10.1.1.9: 80
Socket: 10.1.1.9: 7312

TCP (80)

Client-Proc
Port 4711

1

TCP (4711)

IP (10.1.1.9)

i
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IP (10.1.1.1)

CEEE

TCP (7312)

1

IP (10.1.1.2)

I
= ]



TCP Communications A

Server

Connection 2:
Socket: 10.1.1.9: 80
Socket: 10.1.1.9: 7312

Connection 1:
Socket: 10.1.1.9 : 80
Socket: 10.1.1.2 : 4711

: Client-Proc 1
Port 4711

I

TCP (80) TCP (47111 7312)
ﬁ I Connection 1: l
Socket: 10.1.1.9: 80
Socket: 10.1.1.2: 4711
1P (L) xmmo.m.z)
Ao 12 Shioiis [,

Connection 2:
Socket: 10.1.1.9: 80
Socket: 10.1.1.9: 7312

(C) Herbert Haas 2005/03/11 g

Well-known ports together with the socket concept allow several simultaneous
connections (even from a single machine) to a specific server application. Server
applications listen on their well-known ports for incoming connections.



TCP Header A

Source Port Number Destination Port Number

Sequence Number

Acknowledgement Number

Header U|A(P[R|S|F i i
Length Reserved 2 ﬁ ﬁ $ E ll\l Window Size
TCP Checksum Urgent Pointer
Options (variable length) Q\\\ Padding
PAYLOAD
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The picture above shows the 20 byte TCP header plus optional options.
Remember that the IP header has also 20 bytes, so the total sum of overhead
per TCP/IP packet is 40 bytes.

It is important to know these header fields, at least the most important parts:
1) The Port numbers — most important, to address applications

2) The Sequence numbers (SQNR and Ack) — used

3) The Window field — used for flow control

4) The flags SYN, ACK, RST, and FIN — for session control

10



TCP Header (1) YN

Source and Destination Port

16 bit port number for source and
destination process

Header Length
Multiple of 4 bytes

Variable header length because of
options (optionally)
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The Source and Destination Port fieldsare 16 bits and used by the application.

TheHeader Length indicaes where thedaabegins The TCP header (even one
induding optiong is an integral number of 32 bitslong.
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TCP Header (2) L

Sequence Number (32 Bit)
Number of first byte of this segment
Wraps around to O when reaching 2% -1)

Acknowledge Number (32 Bit)

Number of next byte expected by
receiver

Confirms correct reception of all bytes
including byte with number AckNr-1
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Sequence Number: 32 bit. Number of thefirst byte of this segment. If SYN is
present the sequence nunber istheinitial sequence number (ISN) and thefirst
dataoctet isISN+1.

AcknowledgeNumber: 32 bit. If the ACK control bit is set thisfield contains
thevalue of the next sequence nunber the sende of the segment is expedingto
recave. Once a connettionis establi shed thisis always sent.
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TCP Header (3) YN

URG-Flag

Indicates urgent data

If set, the 16-bit "Urgent Pointer" field is valid
and points to the last octet of urgent data
There is no way to indicate the beginning of
urgent data (!)

Applications switch into the "urgent mode"

Used for quasi-outband signaling

(C) Herbert Haas 2005 /03/11 13

URG-Flag: 1 Bit. Control Bit.

Sequeance nunber of last urgent octet = adud segment sequence number + urgent
pointer

RFC 793 and several implementationsassume the urgent pointer to point to the
first octet after urgent data. However, the "Hog Requirements’ RFC 1122states
this as a mistake! When a TCP receves a segment with the URG flag set, it
notifies the appli cation which switch into the"urgent modé"' untl thelast octet of
urgent datais recaved. Examples for use: Interrupt key in Telng, Rlogn, or FTP.
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TCP Header (4) A

PSH-Flag

TCP should push the segment
immediately to the application without
buffering

To provide low-latency connections
Often ignored
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PSH-Flag 1 Bit. Control Bit.

A TCPingance can decideonits own, when to send daato thenext ingance.
Onedtrategy could be, to colled daain abuffer and forward thedatawhen the
buffer excealsacertain size To providealow-latency connestion sometimes the
P3H Flagissetto 1. Then TCP should push the segment immediately to the
application withoutbuffing. But typicdly the PSH-Flag isignored.
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TCP Header (5) YN

SYN-Flag

Indicates a connection request

Sequence number synchronization
ACK-Flag

Acknowledge number is valid

Always set, except in very first segment
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SYN-Flag: 1 Bit. Control Bit.

If theSYN bit isset to 1,theapplication knows tha the hog want to established a
connection with him. Also used to synchronizaion the sequence numbers. Mos
Firewall s through away padkets with SYN=1 if thehod want to established a
connection to a applicaion which theis server not all owed (seaurity reasons.

ACK-Flag: 1 bit. Control Bit.
Acknowledgment Bit.
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TCP Header (6) YN

FIN-Flag
Indicates that this segment is the last

Other side must also finish the
conversation

RST-Flag
Immediately kill the conversation
Used to refuse a connection-attempt
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FIN-Flag: 1 bit. Control Bit.

TheFIN-Fagisused in the®disconnect process'. It indicaes tha this segment is
thelast one After the other side has also sent a segment with FIN=1, the
connectionis closd.

RST-Flag: 1 bit. Control Bit.
Resets the connection immediately.

16



TCP Header (7) YN

Window (16 Bit)

Adjusts the send-window size of the
other side

Used with every segment
Receiver-based flow control
SeqNr of last octet = AckNr + window
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Window Size 16 bit. Thenumber of daa octets beginning with theoneindicated
in theadknowledgment field which the sende of this segment iswilli ngto
accept. SeeSlide27.

17



TCP Header (8) YN

Checksum

Calculated over TCP header, payload
and 12 byte pseudo IP header

Pseudo IP header consists of source
and destination IP address, IP protocol
type, and IP total length;

Complete socket information is
protected

Thus TCP can also detect IP errors
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TCP Chedksum: 16 bit. Thechecksumindudesthe TCP header and daa area
plusa 12 byte pseudo|P header (onés complement of thesum of all onés
complements of al 16 bit words). The pseudo IP header containsthe sourceand
destinaion IP address thelP protocol type and IP segment length (total length).
This guarantees, tha notonly the port but the complete socke isinduded in the
checksum.

18



TCP Header (9) L

Urgent Pointer
Points to the last octet of urgent data
Options
Only MSS (Maximum Message Size) is
used

Other options are defined in RFC1146,
RFC1323 and RFC1693

Pad
Ensures 32 bit alignment
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Urgent Pointer: 16 bits. Theurgent pointer points to the sequence number of the
octet followingtheurgent daa. Thisfield isonly be interpreted in segments with
the URG control bit set.

Options. Variable length. Optionsmay occupy spaceat the end of the TCP
header and are amultiple of 8 bitsin length. Only theMaximum Messge Size
(MSS isused. All optionsare induded in the checksum.

Padding: Variable length. The TCP header paddingis used to ensure tha the
TCP header endsand daa beginson a 32 bit bounday. Thepaddingis composd
of zeros.
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TCP 3-Way-Handshake L

ACK=7?

SEQ = ? (idle)
ACK=7?
SEQ = 730 (random)

ACK =731

SEQ =400 (random)

ACK =401
SEQ =731
ACK = 401 ACK =731
_ SEQ =401
SEQ =731
2 SYNCHRONIZED
(C) Herbert Haas  2005/03/11 -

The diagram above shows the famous TCP 3-way handshake. The TCP 3-Way-
Handshake is used to connect and synchronize two host with each other, that is,
after the handshake procedure, both stations know the sequence numbers of each
other.

The connection procedure (3-Way-Handshake) works with a simple principle.
The host sends out a segment with SYN=1 (remember: if SYN=1 the application
knows that the host want to established a connection) and the host also choose a
random sequence number (SEQ). After the Server receives the segment correct,
he acknowledgment (host-SEQ+1), also choose a random SEQ, and send back the
segment with SYN=1. Remember the ACK-flag is always set, except in very first
segment. Because the server sends back a segment with SYN=1 the host knows
the connection is accepted. After the host sends a acknowledgement to the server
the connection is established.

Note that a SYN consumes one sequence number! (After the 3-way handshake,
only data bytes consume sequence numbers.)

20



Sequence Number YN

RFC793 suggests to pick arandom
number at boot time (e.g. derived from
system start up time) and increment every
4 us

Every new connection will i ncrements
SeqNr by 1

To avoid interference of spurious packets

Old "half-open" connections are deleted
with the RST flag
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RFC 793 suggests to pick arandomstarting sequence nunmbers and an expli cit
negotiation of starting sequence numbers to make a TCP connest immuneagaing
spuriouspadkets.

Also disturbing segments (e.g. ddayed TCP segments from old sessonsetc.) and
old "hdf-open" connectionsare ddeted with the RST flag.

21
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TCP Data Transfer A

Acknowledgements are generated for all
octets which arrived in sequence without
errors (positive acknowledgement)
Duplicates are also acknowledged (!)

Receiver cannot know why duplicate has been sent;
maybe because of a lost acknowledgement

The acknowledge number indicates the sequence
number of the next byte to be received

Acknowledgements are cumulative: Ack(N)
confirms all bytes with sequence numbers up to
N-1

Therefore lost acknowledgements are no problem
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Theadknowledgenumber is equd to the sequance nunber of thenext octet to be
receved.









TCP Retransmission Timeout

Retransmission timeout (RTO) will
Initiate a retransmission of
unacknowledged data

High timeout results in long idle times
if an error occurs

Low timeout results in
unnecessary retransmissions

TCP continuou sly measures RTT to
adapt RTO
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Retransmission ambiguity problem A&

If a packet has been retransmitted
and an ACK follows: Does this ACK
belong to the retransmission or to
the original packet?
Could distort RTT measurement
dramatically
Solution: Phil Karn's algorithm

Ignore ACKs of a retransmission for the
RTT measurement

And use an exponential backoff method
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Theexponential badoff agorithm meanstha theretransmissontimeoutis
doubled every time thetimer expires and the particular data segment was still not
adknowedged. However, the badkoff istruncated usudly at 64 seconds
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RTT Estimation (1/2)

For TCP's performance a precise
estimation of the current RTT is crucial

RTT may change because of varying network
conditions (e. g. re-routing)

Originally a smooth RTT estimator was
used (a low pass filter)

(C) Herbert Haas

M denotes the observed RTT (which is
typically inprecise because there is no one-to-
one mapping between data and ACKSs)

R= R+(1 )Mwith smoothing factor =0.9
Finally RTO = R with variance factor =2

2005 /03/11



RTT Estimation (2/2)

Initial smooth RTT estimator could not
keep up with wide fluctuations of the RTT

Led to too many retransmissions

Jacobson's suggested to take the RTT
variance also into account
Er=M A

The deviation from the measured RTT (M) and the
RTT estimation (A)

A=A+g Err
with gain g =0.125
D=D+h(|Err|] D)
with h =0.25
RTO=A+4D
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TCP Sliding Window

TCP flow control is done with dynamic
windowing using the sliding window protocol

The receiver advertises the current amount of
octets it is able to receive

Using the window field of the TCP header

Values 0 through 65535

Sequence number of the last octet a sender may
send =received ack-number -1 + window size

The starting size of the window is negotiated during the
connect phase

The receiving process can influence the advertised
window, hereby affecting the TCP performance
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TCP Sliding Window L

HOST A

HOST B
[SYN] S=44 A=? W=8 >
< [SYN, ACK] S=72 A=45 W=4
[ACK] S=45 A=73 W=8 >
Bytes in the send-buffer
Advertised Window written by the application
(by the receiver) process

|45 |a6 | |47 | |a8 | |49 | |50 | |51

First byte that Last byte that
can be send can be send

[ACK] S=45 A=73 W=8

>
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TCP Sliding Window L

During the transmission the sliding windo w
moves from left to right, as the receiver
acknowledges data

The relative motion of the two ends of the window
open or closes the window

The window closes when data is sent and
acknowledged (the left edge advances to the right)

The window opens when the receiving process on
the other end reads acknowledges data and frees up
TCP buffer space (the right edge moves to the right)

If the left edge reaches the right edge, the sender
stops transmitting data - zero window

(C) Herbert Haas 2005 /03/11
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TCP Persist Timer (1/2) L

Deadlock possible: 52312

% Payload; 19,

- - . b
Window is zero \Oyfes,
and windo w- W

opening ACK is

lost!
ACKs_ are sent - A:mo,w:zcmoo
unreliable!
Now both sides
Walt for eaCh Otherl Waiting until Waiting until
) window is being datais sent
opened
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Only if the ACK aso containsdaathen the pea would retranamit it after timer
expiration.

Window probes may be used to quey recever if windowhas been opened
arealy.

33



TCP Persist Timer (2/2) L

Solution: Sender may send
window probes:
Send one data byte beyond
window
If window remains closed
then this byte is not
acknowledged—so this
byte keeps being
retransmitted
TCP sender remains in
persist state and continues
retransmission forever
(until window size opens)
Probe intervals are
increased expon entially
between 5 and 60 second s

Max interval is 60 seconds
(forever)
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S=312

0
' Payloag: 1000 bytes
Ww=0
ACK, A=4120:

S=4

121

robe » Pay| .

p yloaq: 1 byte
aCK, A=4120: W=0

probe —_S=4121, :
Payloaq- 1byte
0
_ \N:2000
ACK, p=4122:
probe S=

4121, .
Payloaq: 1 byte
0
B \N:2000
ACK, p=a122:

Since sende redly has daato send thesendea can use singe bytes of the
bytestream to be send for ACK probes. Thewindow probinginterval isincreased
similar asthenomal retranamissoninterval following atruncated exponential
badkoff, but is aways boundel between 5and 60semnds If the pea does not
open thewindowagain the sende will tranamit awindow probe every 60

seoonds
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Simultaneous Open

If an application uses well
known ports for both client
and server, a "simultaneous
open" can be done

TCP explicitly suppo rts this

A single connection (not two!) is

the result
Since both peers learn each
others sequence number at
the very beginning the
session is established with a
following SYN-ACK

Hard to realize in practice

Both SYN packets must cross
each other in the network

Rare situation!
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True OSI protocols would establi sh two separate connectionsbut TCP would
result in asingle connection.

Note thedifferent SQNR handlingin thehandshake

35



TCP Enhancements A

So far, only the very basic TCP procedures have
been mentioned

But TCP has much more magic built-in
algorithms which are essential for operation in
today's IP networks:

"Slow Start" and “Cong estion Avoidance”

"Fast Retransmit" and "Fast Recovery"

"Delayed Acknowledgements"

"The Nagle Algorithm*

Selective Ack (SACK), Window Scaling

Silly windowing avoidance

Additionally, there are different implementations
(Reno, Vegas, ...)
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“Slow Start” and “Congestion avoidan®” are mechanisms that control the
segment rate (per RTT).

“Fast Retranamit” and “Fast Remvey”’ are medhanisms to avoid waiting for the
timeoutin case of retranamisson and to avoid Slow start after afast
retransmisson.

Delayed Acknowledgementsis typicdly used with applicaionslike Telnet: Here
ead client-keystroketriggers a single padket with onebyte payload and the server
mugt response with both an echo plusa TCP adknowledgement. Note tha also
this server-echo mug be acknowledged by theclient. Therefore, layer-4 ddays
the adknowledgements becaise perhgps layer-7 might want to send some bytes
also.

TheNagle algonthm tries to make WAN connectionsmore efficient. We simply
dday the segment trangmisson in order to colled more bytes from layer-7.

Seledive Acks enhance thetraditiond postive-adk-medanism and al ows to
seledively adknowledge some corredly receved segments within alarger
corrupted block.

Window Scding deals with the problem of ajumpingwindowin case theRTT-
BW-produd is gredaer than 65535(theclasscd max windowsize). This TCP
option all ows to left-shift thewindowvaue (ead bit-shift is like multiply by
two).
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Delayed ACKs VN

. i Example:
SGL?paFI)OIereg:géeyf{)aaj;L%d Telnet and no Delayed ACK
CKs

Normally TCP, after

receiving data, does

%
not immediately send %

an ACK

Typically TCP waits Example:
(typically) 200 ms and Telnet with Delayed ACK
hop es that layer-7 Keypregs » 5.
provides data that \
can be sent along ~ waiToms

on average

with the ACK W
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Actudly thekernd maintainsa200 msectimer and every TCP sesson waits untl
this central timer expires before sending an ACK. If we are lucky the applicaion
has given usalso some daato send, otherwise the ACK is sent withoutany
payload. Thisisthereason, why we usudly do not observe exad 200 msecdday
between reception of a TCP padket and transmisson of an ACK, rather thedday
is something between 1 and 200msec

TheHods Requirement RFC (1122)states tha TCP should be implemented with
Delayed ACK and tha thedday mug belessthan 500 ms.



Nagle Algorithm L

Goal: Avoid tinygrams on expensive (and usually
slow) WAN links

In RFC 896 John Nagle introdu ced an efficient
algorithm to improve TCP

Idea: In case of outstanding? (Funacknowledged)
data, small segments should not be sent until the
outstanding data is acknowledged

In the meanwhile small amount of data (arriving
from Layer 7) is collected and sent as a single
segment when the acknowledgement arrives
This simple algorithm is self-clocking
The faster the ACKs come back, the faster data is sent
Note: The Nagle algorithm can be disabled!
Important for realtime services
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A tinygram isavery small padcket, for example with asinge byte payload. The
total padket sizewould be 20 bytes IP, 20 bytes TCP plus 1 byte daa (plus 18
bytes Ethernet). No problem onaLAN but lots of tinygrams may congest the
(typicdly much) slower WAN links

In this context, "small" meanslessthan the segment size

Note tha the Nagle Algorithm can be disabled, which isimportant for certain
redti me services. For example the X Window protocol disables theNagle
Algorithm so tha e. g. redtime feedbadk of mouse movements can be
communicaed withoutdd ay.

Thesocke API providesthesymbol TCP_NODELAY .
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TCP Keepalive Timer L

Note that absolutely no data flows during
an idle TCP connection!

Even for hours, days, weeks!
Usually needed by a server that wants to
know which clients are still alive

To close stale TCP sessions
Many implementations provide an optional
TCP keepalive mechanism

Not part of the TCP standard!

Not recommended by RFC 1122 (hosts
requirements)

Minimum interval must be 2 hours
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Sessonsmay remain up even for month withoutany daa being sent.

TheHos Requirements RFC mentionsthreedisadvantages. 1) Kegpalives can
cause perfedly goodconnettionsto be dropped during trandgent fail ures, 2) they
conuume unneessary bandwidth, and 3) they cost money when thelSPcharge at
a per packet base. Furthermore many people think that keepalive mednisms
should be implemented at the applicaion layer.
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TCP Disconnect

A TCP session is disconnected similar
to the three way handshake

The FIN flag marks the sequence number to be
the last one; the other station acknowledges and
terminates the connection in this direction

The exchange of FIN and ACK flags ensures, that
both parties have received all octets

The RST flag can be used if an error occurs
during the disconnect phase

(C) Herbert Haas 2005 /03/11
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TCP Congestion Control

1. Slow Start & Congestion
Avoidance

2. Random Early Discard
3. Explicit Congestion Notification
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Once again: The Window Size YN

The windows size (announ ced by the peer)
indicates how many bytes | may send at
once (=without having to wait for
acknowledgements)

Either using big or small packets

Before 1988, TCP peers tend to exploit the
whole window size which has been
announ ced during the 3-way handshake
Usually no problem for hosts
But led to frequent network congestions
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Note tha hods only need to deal with asinge or afew TCP connestionswhile
network nodes such as routers and switches mug trander thousands sometimes
even milli onsof connections Those nodes mug queaue padets and schedule them
on outgoing interfaces (which might be ower than theinboundrates). If all TCP
sendastranamit at "maximum speed” —i. e. wha is announed by thewindow—
then nework nodes may experience buffer overflows.
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Goal of Slow Start A

TCP should be "ACK-clocking"

Problem (buffer overflows) appears at
bottleneck links

New packets should be injected at the
rate at which ACKs are received

Pipe modell of a network path: Big fat pipes (high data rates) outside, a
bottleneck link in the middle. The green packets are sent at the maximum
achievable rate so that the interpacket delay is almost zero at the bottleneck
link; however there is a significant interpacket gap in the fat pipes.
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Using TCP the depths of the queues are controlled by the ACK frequency,
therefore TCP is cdled to be ACK-clocked. Only when an ACK isrecaved the
next segmentis sent. Therefore TCP is self-regulating and thequaue-depthis
determined by the bottleneck: Every noderunsexadly at the bottleneck link rate.
If ahighe rate would be used, then ACKs stay outand TCP would throttle its
sending rate.
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Preconditions of Slow Start A

Two important parameters are
communicated during the TCP three-
way handshake

The maximum segment size (MSS)

The Window Size

Now Slow Start introdu ces the
congestion window (cwnd)

Only locally valid and locally maintained
Like window field stores a byte count
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TheMSSistypicdly around 1024oytes or more but does NOT countthe TCP/IP
heade overhead, so thetrue padket is 20+20 bytes larger. The M SSis not
negotiated, rather ead pee can announe ist accetable MSSsizeand the other
pea mug obey. If noMSSoptionis communicated then the default of 536 bytes
(i. e. 576in total with IP and TCP header) is assumed.

Note: TheMSSisonly communicaed in SYN-padets.
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Idea of Slow Start N

Data

Upon new session, cwnd owndsiuss — Data

is initialized with MSS (= LAk ——
1 segment) e

Allowed bytes to be sent: e
Min(W, cwnd) cwnd=4 MSS

Each time an ACK is m
received, cwnd is ?
incremented by 1

cwnd=4 MSS
segment §
That is, cwnd doub les

every RTT ()
Expon ential increase!

(C) Herbert Haas 2005 /03/11 46

Note tha the sende may tranamit up to the minimum of the congestion window
(cwnd) and the advertized window (W).

Thecwnd implements sende-imposed flow control, the advertized window
alows for recever-imposed flow control. But how does this mechanism deal with
network congestion?Continuerealing!
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Graphical ill ustration (1/4)
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Sender

—
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cwnd=1

Sender
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N
Sender

Sender
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Sender
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Thepicture shows thetwo unidirediond channds between sende andrecever as

pipe representation.

Receiver Receiver Receiver Receiver

Receiver

cwnd=2

Sender Sender Sender
[Z ]

Sender

Sender

B>

(2]

Receiver

[Z]

Receiver

Receiver

Receiver

Receiver

Observe howthe cwndisincreased upon recetion of ACKSs.
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Graphical ill ustration (2/4)
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(C) Herbert Haas

Observe theexponential growth of thedaarate.
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Graphical ill ustration (3/4)

3] | D7 || D6 || D5 |
t=20 ¢
cwnd=4 %
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3]
t=23 ¢
cwnd=4 %
g os |
2o ]
cwnd=5 %
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Receiver Receiver Receiver Receiver

Receiver

We are approaching thelimit soon...

t=25

cwnd=6

t=26

cwnd=7

t=27

cwnd=8

t=28

cwnd=8

t=29

cwnd=8

Sender Sender Sender Sender

Sender
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:
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S
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8
g
S
| D11 || D10 || D9 || D8 | g
2
(0]
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S
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Graphical ill ustration (4/4) A

S
5} | D14 || D13 || D12 || D11 | e
t=30 T 3
cwnd=8 % @ é
S
5| D15 || D14 || D13 || D12 | e o _ S
t=31 2 © cwnd=8 => Pipe is full (ideal situation) —
cwnd=8 @ pad § cwnd should not be increased anymore!

TCP is "self-clocking”

The spacing between the ACKs is the same as between
the data segments

The number of ACKs is the same as the number of data
segments

In our example, cwnd=8 is the optimum
This is the delay-bandwidth product (8 = RTT x BW)

In other words: the pipe can accept 8 packets per
round -trip-time
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At t=31,thepipeisidedly fill ed with padets; ead time an ACK isrecaved,
anothe daa padet isinjeded for trangmisson.

In our example cwnd=8 is the optimimum, corresponding to 8 padets tha can be
sent before waiti ng for an adkknowledgement. This optimum s expressed viathe
famousdday-bandwidth produd, i. e.

pipe capadty = RTT x BW ,
where the cgpadty is measured in bits, RTT in seconds and the BW in bits/sec

Our problem now is howto stop TCP from further increasing thecwnd...
(continuerealing).

(BTW: Of coursethisill ugrationis not completely redistic becaise the spaang
between the padets is distorted by many padket buffers alongthepath.)
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End of Slow Start N

Slow start leads to an exponential
increase of the data rate until some
network bottleneck is congested:
Some packets get dropp ed!

How does the TCP sender recognize
network congestions?

Answer: Upon receiving Duplicate
Acknowledgements !!!

(C) Herbert Haas 2005 /03/11

Slow start endsits exponential increase until dugi cae adkknowedgements are
receved.
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Once again: Duplicate ACKs L

. S

TCP receivers send :’N’*‘K‘
duplicate ACKs if o2y
segments are missing

ACKs are cumulative (each
ACK acknowledges all data

O =
until specified ACK- ok Duplicate Ack
nu mbel’) s ACK’BO Duplicate Ack
Duplicate ACKs should not ﬂ*‘<
be delayed

ACK=300 means: "I am
still waiting for packet
with SQNR=300"

(C) Herbert Haas 2005 /03/11

Duplicae ACKs should be sent immediately tha is it should not be dd ayed.
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Congestion Avoidance (1)

Congestion Avoidance is the companion
algorithm to Slow Start — both are usually
implemented together !

Idea: Upon congestion (=duplicate ACKs) reduce
the sending rate by half and now increase the rate
linearly until duplicate ACKs are seen again (and
repeat this continuou sly)
Introdu ces another variable: the Slow Start threshold
(ssthresh)
Note this central TCP assumption: Packets are
dropp ed because of buffer overflows and NOT
because of bit errors!

Therefore packet loss indicates congestion somewhere
in the network

(C) Herbert Haas 2005 /03/11
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The combined algorithm L

New Session: initialize cwnd = 1 MSS, ssthresh = 65535

l

Determine actual window size "AWS" = Min (W, cwnd) *
** send AWS bytes **
Duplicate ACKs Retransmission Data
received timeout expired acknowledged
ssthresh = AWS/2 cwnd =1 (cwnd > ssthresh) ?
(but at least 2 MSS) ssthresh = AWS/2 / \
yes no
Increment cwnd Increment cwnd
by 1/cwnd for by one for each
each ACK received ACK received.
(C) Herbert Haas 2005 /03/11 54

Note tha when dow start's exponentia increase is only performed aslongas
cwndislessor equd sghresh. In thisrange cwndisincreased by onewith every
recaved ACK. Butif cwndis greder than sghresh, then cwndisincaeased by
1/cwnd every recaved ACK. Thismeans cwndis effedively increased by one
every RTT.

Note tha is not the complete algorithm. We mug additiondly discuss Fast
Retranamit and Fast Recovery—seenext dides.



Slow Start and Cong estion Avoidance

cwnd / MSS

20
18
167
1477
12
10
8
6 —
4 —
2 —

Duplicate ACK received
at cwnd = 32

cong

Duplicate ACK received

at cwnd =20

con

A
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"Fast Retransmit" A

Note that duplicate ACKs are also
sent upon packet reordering

Therefore TCP waits for 3 duplicate
ACKs before it really assumes
congestion
Immediate retransmission (don't wait for
timer expiration)
This is called the Fast Retransmit
algorithm

(C) Herbert Haas 2005 /03/11 56

Observationshaveshown tha if threeor more dugicae adks are sent then thisis
astrongindicaionfor alog padket. In this case Fast Retranamissonisdongi. e.
TCP does notwait untl a padet's retransamisgontimer expires.
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"Fast Recovery"”

After Fast Retransmit TCP continues with
Congestion Avoidance

Does NOT fall back to Slow Start
Every another duplicate ACK tells us that
a "good" packet has been received by the
peer

cwnd = cwnd + MSS

=> Send one additional segment
As soon a normal ACK is received

cwnd = ssthresh = Min(W, cwnd)/2

This is called Fast Recovery

(C) Herbert Haas 2005 /03/11



A” tog eth erl Slow Start, Cong estion Avoidance, A

Fast Retransmit, and Fast Recovery

New Session: initialize cwnd = 1 MSS, ssthresh = 65535

l

Determine actual window size "AWS" = Min (W, cwnd) *
** send AWS bytes **
3 duplicate ACKs Retransmission Data
received timeout expired acknowledged
ssthresh = AWS/2 l l
(but at least 2 MSS),
retransmit the segment, cwnd =1 (cwnd > ssthresh) ?
cwnd = ssthresh+3 MSS, ssthresh = AWS/2 e‘s/ \?0
for each 3+nth duplicate ACK y
increase cwnd by 1 MSS;
_ Increment cwnd Increment cwnd
then set cwnd=ssthresh upon
first "normal” ACK by 1/cwnd for by one for each
l each ACK received ACK received.
(C) Herbert Haas 2005 /03/11 58

When oneor two dugicae ACKs are receved, TCP does notread becaie
padket reorder is probable. Upon thethird dugdicae ACK TCP assumestha the
segment (for which thedugicae ACK ismeant) isredly log. TCP now
immediately retransmit the padket (i. e. it does not wait for any timer expiration),
sets sghresh to min{W, cwnd}/2 and then cwnd threesegment sizes greder than
this sghresh value If TCP 4till recaves dudicae ACKsthen obvioudy good
padets still arrive at the pee; and therefore TCP continoussending new
segements—hereby incrementing cwnd by onesegment sizefor every another
dugicae ACK (thisadudly allows thetransmisson of another new segment).
Assoonasanomal (=notdugicae) ACK isrecaved (=it acknowledges the
retransmitted segment) cwnd is set to sghresh (=continuewith normal congestion
avoidan®).
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Real TCP Performance A

TCP always tries to minimize the
data delivery time

Good and proven self-regulating
mechanism to avoid congestion

TCP is "hung ry but fair"

Essentially fair to other TCP
applications

Unreliable traffic (e. g. UDP) is not fair to
TCP...

(C) Herbert Haas 2005 /03/11 59

TCP has been designed for daa traffic only. Error recovery does not make sense
for voiceand video streams. TCP checks the current maximum bandwidth and
triesto utili zeall of it. In case of congestion situaionsTCP will reduce the
sending rate dramaticaly and explores again the network's cgpabiliti es. Becaise
of thisbehavior TCP iscdled "hungy but fair".

Theproblem with this behavior is the consequence for al other types of traffic:
TCP might grasp all it can get and nothingisleft for therest.
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Summary: The TCP "wave" L

Tries to fill the "pipe" using
Slow Start and
Cong estion Avoidance

Relative

Th h . ‘ . . .
Tugoue Duplicate AckDBuplicate Ackluplicate AckDuplicate Ac
Rate
(cwnd)
/ /ny
throughput
B T A ssthresh

slow start congestion congestion congestion
avoidance avoidance avoidance

» RTT

(C) Herbert Haas 2005 /03/11 60

Thediagram above shows thetypicd TCP behavior of oneflow. There are two
important algorithms involved with TCP congestion control: "Slow Start"
increases the sending rate exponentially beginning with avery low sending rate
(typicdly 1-2 segments per RTT). When thelimit of thenework isreaded, that
is, when dugi cate acknowledgement occur, then "Congestion Avoidance"
reduces the sending rate by 50 percent and then it isincreased only linearly.

Theruleis: On recavingadugicae ACK, congestion avoidane is performed.
Onreceving NnoACK at al, slow start is performed again, beginning at zero
sending rate.

Note tha thisis only a quick and roughexplanation of thetwo algoithms—the
detail s are a bit more complicated. Furthermore, diff erent TCP implementations
utili zethese algonthm diff erently.
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What's happening in the network? A

Tail-drop queuing is the standard
dropping behavior in FIFO queues

If queue is full all subsequent packets
are dropp ed

Full queue
N _
Y

New arriving packets are dropp ed
("Tail drop™)

(C) Herbert Haas 2005 /03/11 61
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Tail-drop Queuing (cont.) L

Another representation:
Drop probability versus queue depth

100%

Drop Probability

0%

Queue De[:;th
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The"quaie depth" denotes the amountof padkets waiting in the quauefor being
forwarded. (It isNOT thesizeof thewhole queue)
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Tail-drop Problems

No flow differentiation

TCP starvation upon multiple packet
drop

TCP receivers may keep quiet (not even
send Duplicate ACKs) and sender falls back
to slow start

— worst case!

TCP fast retransmit and/or selective
acknowledgement may help

TCP synchronization

(C) Herbert Haas 2005 /03/11

A
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TCP Synchronization YN

Tail-drop drops many packets of different
sessions at the same time

All these sessions experience dup licate ACKs
and perform synchronized cong estion avoidance

A
Relative

Throughpjut
Rate Duplicate AckDuplicate Aclduplicate AckDuplicate Ac
(Windo
size)

x. achievabl

hroughp
Average link
utili zation
slow start congestion congestion congestion
avoidance avoidance avoidance
> RTT
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Random Early Detection (RED)

Utilizes TCP specific behavior
TCP dynamically adjusts traffic throughpu t to
accommodate to minimal available bandwidth
(bottleneck) via reduced window size
"Missing" (dropped) TCP segments cause
window size reduction!

Idea: Start dropping TCP packets before queuing "tail-
drops" occur

Make sure that "important” traffic is not dropped

RED randomly drops packets before queue is full
Drop probability increases linearly with queue depth

(C) Herbert Haas 2005 /03/11

A
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RED

Important RED parameters
Minimum threshold
Maximum threshold
Average queue size (running average)

RED works in three different modes
No drop
If average queue size is between 0 and minimum threshold
Random drop

If average queue size is between minimum and maximum
threshold

Full drop

If average queue size is equal or above maximum
threshold = "tail-drop"

(C) Herbert Haas 2005 /03/11
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RED Parameters

Drop probability

&

Tail-drop (full drop)

Average
queue size

min-thresh
(e.g. 20)

(C) Herbert Haas 2005 /03/11

> (packets)

max-thresh
(e.g. 40)
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Weighted RED (WRED)

Drops less important packets more
aggressively than more important packets
Importance based on:

IP precedence 0-7

DSCP value 0-63
Classified traffic can be dropped based on
the following parameters

Minimum threshold

Maximum threshold

Mark probability denominator
(Drop probability at maximum threshold)

(C) Herbert Haas 2005 /03/11

A
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RED Problems A

RED performs "Active Queue
Management" (AQM) and drops
packets before congestion occurs

But an uncertainty remains whether
cong estion will occur at all

RED is known as "difficult to tune"
Goal: Self-tuning RED

Running estimate weighted moving
average (EWMA) of the average queue
size
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Many TCP streams in anetwork tend to synchronize ead other in terms of
intengty. That is, al TCP usersrecgnize congestion ssmultaneoudy and would
restart the dow-start process(sending at avery low rate). At this moment the
network is notutilized. After ashort time, al users would reat the maximum
sending rate and network congestion occurs. At thistime all buffersare full.
Agan al TCP userswill stopand nearly stop sendingagan. This cycle continues
infinitely andis cdled the TCP wave effed. Themain disadvantage isthe
relatively low utili zaion of the nework.

RandomEarly Discard (RED) is a methodto de-synchronizethe TCP streams by
simply drop padkets of aqueauerandonly. RED starts when a given queue depth
isreated and is applied more aggressvely when the quaue depth increases.

RED causesthe TCPreceversto send dugdicae ACKswhich in tum causesthe
TCP sende'sto perform congestion avoidan®@. Thetrick isthat this hgppens
randomly, so notall TCP applicaionsare aff eded equdly at the same time.

Althoughthe prindple of RED isfairly simply it is known to be difficult to tune
A lot of reseach has been doneto find outoptimal rules for RED tuning.
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Explicit Congestion Notification (ECN)

Traditional TCP stacks only use packet loss as indicator to

reduce window size

But some applications are sensitive to packet loss and delays
Routers with ECN enabled mark packets when the average

gueue depth exceeds a threshold
Instead of rando mly dropping them

Hosts may reduce window size upon receiving ECN-marked

packets

Least significant two bits of IP TOS used for ECN

< DSCP

ECN —

IP TOS Field

ECT

CE

Obsolete (but widely used) RFC 2481

notation of these two bits:

ECT ECN-Capable Transport
CE Congestion Experienced

(C) Herbert Haas 2005 /03/11

RFC 3168- The Addition of Explicit Congestion Notification (ECN) to IP

A

TheRFC 2481 origindly identified thetwo bits. "The ECN-Capable Trangport
(ECT) bit would be set by thedata sende to indicae tha the end-points of the
trangport protocol are ECN-cgpable. The CE bit would be set by therouter to

indicae congestionto theend nodes. Routerstha haveapadket arriving at a

full queue would drop the padcet, jus as they do now.”
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Usage of CE and ECT L

RFC 3168 redefines the use of the two bits: ECN-suppo rting
hosts should set one of the two ECT code points

ECT(0) or ECT(2)
ECT(0) SHOULD be preferred

Routers that experience cong estion set the CE code point
in packets with ECT code point set (otherwise: RED)

g average queue depth is exceeding max-threshold: Tail-
rop

If CE already set: forward packet normally (abuse!)

ECN Field

Non ECN-capable transport 0 0
Codepoints for ECN-capable transport 0 1 ECT()
1 0 ECT(0)

CE codepoint 1 1
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Why are two ECT codepoints used? As short answer: This has severa reasons
and supports multiple implementations e. g. to diff erentiate between diff erent
sets of hods etc.

But themos important reason is to providea medanism so that ahog (or a
router) can check whether the network (or the hod, respedively) indeed supports
ECN. ECN has been introduced in themid-1990sand the inventors wanted to
increase the presaure for hists and routers to migrate. On the other hand non-ECN
hogs could simply set the ECT-bit (seepreviousslide) and claimed to support
ECN: Upon congestion therouter would not drop the padet but only mark it.
While ECN-cgpable hog would reduce their TCP window, ECN-faking hods
would still remain at thar trangmisson rate. Now thetwo ECT Codepoints could
be used as Cookie which all ows a hod to deted whether arouter erasesthe ECT
or ECN bit. Also it can be tested whether the other sdeuses ECN.

If you donotfully undestand this please read the RFCs and search in the WWW
—there alots of debates about tha.

By theway: The bit combinaion 0lindead standsfor ECT(1) and not ECN(0).
Thisisnotypo.
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ECN Configuration YN

Note: ECN is an extension to WRED
Therefore WRED must be enabled first !

ECN will be applied on that traffic that is
identified by WRED (e. g. dscp-based)

(config-pmap-c)# random-detect
(config-pmap-c)# random-detect ecn
# show policy-map interface s0/1 !!! shows ECN set ting
(C) Herbert Haas 2005 /03/11 73

If ECN isenabled, ECN can be used whether Weighted RandomEarly Detedion
(WRED) is based onthelP precalene vaueor thedifferentiated services code
point (DSCP) value
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Note

CE is only set when average queue
depth exceeds athreshold

End-host would react immediately

Therefore ECN is not appropriate for

short term bursts (similar as RED)
Therefore ECN is different as the
related features in Frame Relay or
ATM which acts also on short term
(transient) congestion

(C) Herbert Haas 2005 /03/11
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UDP

UDP is a connectionless layer 4 service
(datagram service)

Layer 3 Functions are extended by port
addressing and a checksum to ensure integrity

UDP uses the same port numbers as TCP
(if applicable)

UDP is used, where the overhead of a connection
oriented service is undesirable or where the
implementation has to be small

DNS request/reply, SNMP get/set, booting by TFTP
Less complex than TCP, easier to implement
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UDP is connectionlessand supports no error recovery or flow control. Therefore
an UDP-stad is extremely lightweight compared to TCP.

Typicdly applicaionstha do not require error recovery but rely on speed use
UDP, such as multimedia protocols.

75



UDP Header A

0 £|1 T 1‘2 16 2‘0 2|4 28 32

Source Port Number Destination Port Number

UDP Length UDP Checksum

PAYLOAD
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Thepicture above shows the 8 byte UDP header. Note tha the Checksumis often
not cdculated, so UDP basicdly caries only the port nunbers.

| persondly think tha thelength field isjud for fun (or to align with 4 octets).
ThelP header arealy containsthetotal padet length.



UDP A

Source and Destination Port

Port number for addressing the process (application)
Well known port numbers defined in RFC1700

UDP Length
Length of the UDP datagram (Header plus Data)

UDP Checksum

Checksum includes pseudo IP header
(IP src/dst addr., protocol field),
UDP header and user data;

one’s complement of the sum of all one’s complements

(C) Herbert Haas 2005 /03/11

Compared to the TCP Healer, the UDP is very small (8 byteto 20 byte) becaise
UDP makes no error recvery or flow control.
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Other Transport Layer Protocols

SCTP
UDP Lite
DCCP

(C) Herbert Haas 2005 /03/11
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Stream Control Transmission A
Protocol (SCTP)

A newer improved alternative to TCP (RFC
4960)
Suppo rts

Multi-homing

Multi-streaming

Heart-beats

Resistance against SYN-Flood s (via Cookies)
and 4-way handshake)

Seldom used today

Base for the Reliable Server Pooling Protocol
(RSerPool)
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Invented around 2000t has not foundwide accetance today athoudh thereisa
growing community behind it.

Multi-homing meanstha endpoints may congst of more than onelP address i. e.
asesson may involve multiple interfaces per hog.
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UDP Lite A

Problem: Lots of applications would like to
receive even (slightly) corrupted data
E. g. multimedia

UDP Lite (RFC 3828) defines a different
usage of the UDP length field

UDP length field indicates how many bytes of
the datagram are really protected by the
checksum ("checksum coverage")

True length shall be determined by IP length
field

Currently only suppo rted by Linux
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Why rgjeding big UDP datagrams when 99% of the payload is still useful?

As stated in RFC 3828:

This new protocol is based onthreeobservations: First, thereisa classof apgicationsthat
bendit fromhaving damaged data ddivered rather thandiscarded by the network. A nunber of
codecs for voiceandvideo fall into this class(e.g., the AMR speed codec [RFC-3267, the
Internet Low Bit Rate Codec [ILBRC], anderror resilient H.263+[ITU-H.263, H.264[ITU-
H.264;H.264, andMPEG-4 [IS0G-1449§ video codecs). These codecs may be designed to cope
better with errorsin the payloadthanwith lossof entire packets.

Second all links that support IP transmisson should use a stronglink layer integrity check (e.g.,
CRC-32[RFC-3819), andthis MUSTbe used by default for IP traffic. When theunde-lying link
supportsit, certain types of traffic (e.g., UDP-Lite) may bendit froma different link behavior that
permits partially danaged | P packets to beforwarded when requested [RFC-3819 . Several
radio technologies (e.g., [3GPP]) support this link behavior when operating at a point where cost
anddday are sufficiently low. If error-pronelinks are aware of the err or sensitive portion of a
packet, it is also passble for the physical link to providegreater protedion to reduce the
probabiity of corruption of these err or sensitive bytes (e.g., the use of unequal Forward Error

Corredion).

A length field of zero meansthewhole UDP daagram is covered by the
checksum. At least the header mud be proteded, tha isthelength field iseither O
or at least 8. It isrequired tha the |P-pseudoheder is always part of the
checksum computation.

UDP Liteis supported by Linux since kernd 2.620.
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Datagram Congestion Control Protocol A
(DCCP)

Problem: More and more
applications use UDP instead of TCP

But UDP does not suppo rt
congestion control — networks might
collapse!
DCCP adds a congestion control
layer to UDP

RFC 4340

First implementations now in FreeBSD
and Linux

(C) Herbert Haas 2005 /03/11
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DCCP (cont.)

4-way handshake

Different
procedures
compared to TCP
regarding
sequence number
handling and
session creation

(C) Herbert Haas 2005 /03/11



Summary A

TCP & UDP are Layer 4 (Transport)
Protocols above IP

TCP is "Connection Oriented"
UDP is "Connection Less"

TCP implements "Fault Tolerance" using
"Positive Acknowledgement"

TCP implements "Flow Control" using
dynamic window-sizes

The combination of IP-Address and
TCP/UDP-Port is called a "Socket"
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